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1.0 SUMMARY

1.1. The purpose of this report is to advise Scrutiny Committee of key identified risks that if realised, may prevent the Council from delivering its objectives.

1.2. Scrutiny Committee is also advised of planned actions to mitigate these risks during 2008/09.

1.3. In total eleven key risks have been identified.

2.0 RECOMMENDATIONS

2.1. It is recommended that Committee:
· Note the Annual Risk Statement for 2008/09;

· Review risk mitigation actions contained within Appendix A.

3.0 BACKGROUND

3.1. The Council's Risk Management approach was approved by CMT in September 2007. It requires an annual Risk Statement to Scrutiny Committee, followed by a six monthly progress report. 

3.2. The purpose of risk management is to maximise the areas where we have some control over outcome while minimising the areas where we have absolutely no control over the outcome.

3.3. The management of risk is a continuous process and results in individual risks being identified, terminated, treated, transferred or tolerated.

3.4. The mitigation of risk is dependant upon commitment from elected members, the Corporate Management Team and engagement by managers and the workforce.

3.5. The role of officers working within a risk management framework is to systematically identify key service risks that affect council performance and to support the Council and services in the mitigation of these risks.   
3.6. Progress in developing and embedding risk management within the council is summarised as follows:
· Each service has undertaken a risk assessment using a prioritisation matrix which identified service risks. 
· Individual service specific risks have been integrated into service plans. Some of the service specific risk logs have already proved useful, having been used by internal audit and external inspectorates, including a recent SWIA inspection.
· Risk management training has been provided for all Heads of Service and elected members. Further training will be provided on an ongoing basis to meet members’ and officers’ needs.
· An exercise to identify risk mitigations has been conducted.
3.7. Key areas have been identified as presenting a risk to the Council.  These fall into the following categories:
· Asset management.

· Business continuity/emergency planning.

· Care Management.

· Legislative management.
· Financial management.

· Management of staff as a resource.

· Information management.

· Political.  

3.8. In many of these areas the consequence of the risk will be dependent on the incident. Council risks tend to be described in generic terms. Individual service risk logs include more detail.  

3.9. Each of the Council wide risks have been designated a risk owner who has identified mitigation actions.  
3.10. Eleven key risks have been identified as significant, and therefore should they occur they are likely to cause a major disturbance to the Council. These, along with impacts and mitigations are set out in Appendix A.
3.11. A progress report on mitigation actions will be brought to Scrutiny Committee in November 2008.
4.0 CONCLUSIONS

4.1. The management of risk is a continuous process. Further improvements are dependent on the commitment of elected members, the Corporate Management Team and full engagement by managers and the wider workforce. 

4.2. Successful implementation of mitigation actions will strengthen risk management across the council. 

5.0 SUSTAINABILITY IMPLICATIONS

5.1. Any sustainability implications arising from this report will be considered by services in their business plans.  

6.0 FINANCIAL IMPLICATIONS

6.1. There are no financial implications arising directly from this report.  
6.2.
Declarations
(1)
The recommendations contained within this report support or implement Corporate Priorities, Council Policies and/or the Community Plan:

·      Corporate Priorities (Key Themes) (Please tick  MACROBUTTON UncheckIt ()
Achieving Potential





 MACROBUTTON UncheckIt (
Maximising Quality of Life





 MACROBUTTON UncheckIt (
Securing Prosperity





 MACROBUTTON UncheckIt (
Enhancing the Environment





 MACROBUTTON UncheckIt (
Maintaining an Effective Organisation




 MACROBUTTON UncheckIt (
· Council Policies  (Please detail)

· Community Plan (Themes) (Please tick  MACROBUTTON UncheckIt ()

Community Safety     





 MACROBUTTON UncheckIt (
Economic Development





 MACROBUTTON UncheckIt (
Environment and Sustainability





 MACROBUTTON UncheckIt (
Health Improvement





 MACROBUTTON UncheckIt (
(2)
In adopting the recommendations contained in this report, 

 MACROBUTTON UncheckIt (
the Council is acting within its legal powers. (Please tick  MACROBUTTON UncheckIt ()
(3)
The full financial implications of the recommendations contained
 MACROBUTTON UncheckIt (
in this report are set out in the report.  This includes a reference
to full life cycle costs where appropriate. (Please tick  MACROBUTTON UncheckIt ()

______________________
Head of Business Improvement & Technology Services

____________________________
Director of Corporate Development

Appendix A: Council Risk Assessment
	RISK AREA 1: Asset Management

THE COUNCIL MAY experience THE LONG TERM LOSS OF A KEY COUNCIL BUILDING 

(This includes Council Housing, Care Homes, Greenfield, Schools, Limetree,  Kellibank or Kilncraigs)

Risk Owner: Head of Property Services
Current Risk: Medium Risk

	Risk Overview (What would be the Impact of Event occurring)

Dependant upon which building is lost, the impact of this risk occurring would result in 

· Service(s) not delivered

· Harm to the reputation of the Council

· Reduction in income

· Unwelcome media attention

· Potential increase in cost



	Planned Mitigation Actions

· Implement the Asset Management Strategy once current funding is made available


	Current Risk Score
	Likelihood =


	3 Quite Possible
	Impact =
	4  Very Serious
	Risk score
	12


	RISK AREA 2: BUSINESS CONTINUITY/EMERGENCY PLANNING

THE COUNCIL MAY lack the resources to implement emergency planning/business continuity EFFECTIVELY 

Risk Owner: emergency planning officer
Current Risk: Medium Risk

	Risk Overview (What would be the Impact of Event occurring)

The impact of this risk occurring would result in 

· Service disruption 

· Increased financial costs and overspend
· Harm to the Reputation of the Council

· Unwelcome media attention

	Planned Mitigation Actions

· The Council will review the current informal structure for managing business continuity and emergency planning by formalising the Emergency Planning/Business Continuity management structure
· Seek adequate resources (financial and staff time) to fund responses to Emergency Planning/Business Continuity 

· Emergency Planning/Business Continuity to be written into relevant officers’ and managers’ job profiles


	Current Risk Score
	Likelihood =


	2 Possible
	Impact =
	5  Catastrophic
	Risk score
	10


	RISK AREA 3: care management
THE COUNCIL MAY lack the ability to prevent the serious harm of a child(ren) under council care 

Risk Owner: head of social work
Current Risk: high Risk

	Risk Overview (What would be the Impact of Event occurring)

The impact of this risk occurring would result in 

· Injury or death of a child

· Major reputation harm to the Council

· Increased costs to organisation

· Lowering of staff morale

· Criminal investigation

	Planned Mitigation Actions

· Implement and apply the Integrated Children’s Service Plan and Child Protection Action Plan


	Current Risk Score
	Likelihood =


	4 Likely
	Impact =
	5  Catastrophic
	Risk score
	20


	RISK AREA 4: legislative management

THE COUNCIL MAY be found to be in breach of its statutory duties 

Risk Owner: head of admin and legal
Current Risk: high Risk

	Risk Overview (What would be the Impact of Event occurring)

The impact of this risk occurring would result in 

· Harm or death to clients/customers

· Reputation of the Council is damaged

· Not able to prove compliance with legislation
· Council exposed to challenge
· Court action against a council 

· Increased government inspection
· Inability to enforce contracts

	Planned Mitigation Actions

· Ensure that there are robust Corporate Governance arrangements in place, including a Code of Corporate Governance

· Code of Corporate Governance Certificate is signed off by Chief Executive and  Leader of the Council

· Review the Code of Corporate Governance on an annual basis, taking into account any internal/external audit recommendations or comments

· Policies and procedures to be put in place by each service to ensure Code of Corporate Governance is followed

	Current Risk Score
	Likelihood =


	4 Likely
	Impact =
	4  Very Serious
	Risk score
	16


	RISK AREA 4: legislative management

THE COUNCIL MAY Discover its Contractors or external agents do not meet the terms of their agreement or contract because of external factors
Risk Owner: head of admin and legal
Current Risk: high Risk

	Risk Overview (What would be the Impact of Event occurring)

The impact of this risk occurring would result in 

· Services not delivered
· Performance declines
· Unable to meet statutory responsibilities

· Unable to meet customers/stakeholder expectations

· Damage to reputation

· Increase in costs or budget overspend

	Planned Mitigation Actions

· Remind Services of the existing requirements to undertake financial checks on new contracts ensuring that these requirements are followed

· Review the terms and conditions of Contract Standing Orders

· Review and update the Council Code of Guidance

· Review devolved spending levels 

· Review the process for ensuring that bonds are provided for all contracts above £200k

	Current Risk Score
	Likelihood =


	4 Likely
	Impact =
	4  Very Serious
	Risk score
	16


	RISK AREA 5: financial management

THE COUNCIL MAY overspend (>£0.5m) its budget as a result of an increase in pressure on individual service budgets
Risk Owner: head of finance
Current Risk: high Risk

	Risk Overview (What would be the Impact of Event occurring)

The impact of this risk occurring would result in 

· Services not delivered
· Performance declines
· Council unable to meet statutory responsibilities

· Council unable to meet customers/stakeholder expectations

· Damage to reputation of the Council
· Increase in costs

	Planned Mitigation Actions

· Services to ensure that adequate budgets are set  - this could be aided by line by line examination of budgets, with virement carried out to offset over and underspends  

· Council to set its objectives more clearly and consider clarifying legal requirements

· More effective scrutiny of budget expenditure by Heads of Service

· Existing budgets linked through to service plans and business planning process

· Budget holders adequately trained in budget management

· Explore if other services would benefit from forward planning provided via Strategix 

· Adequate administrative support provided at peak times across the Council

· Maximising income generation and the following up of debts 

· Utilise SMF as a forum to support and challenge budget allocation

· Educate elected members in service responsibilities

	Current Risk Score
	Likelihood =


	4 Likely
	Impact =
	4  Very Serious
	Risk score
	16


	RISK AREA 6: The management of staff as a resource

THE COUNCIL MAY have INSUFFICIENT staff capacity to deliver services to agreed standards

Risk Owner: chief executive
Current Risk: high Risk

	Risk Overview (What would be the Impact of Event occurring)

The impact of this risk occurring would result in 

· Negative impact on service users

· Damage to reputation

· Negative impact on ability of staff to deliver objectives

· Morale of staff declines


	Planned Mitigation Actions

· Develop and implement the HR Strategy and Workforce Strategy

· Develop and Implement workforce and succession planning locally and to tie into national initiatives, both generic and sector specific

· Participate in the national recruitment portal to promote Local Government Careers and Clackmannanshire as an employee preference

· Develop partnership working to share access to scarce/specialist skills

· Promote skills development and transfer flexibility across the workforce

· Single status to implement modern efficient practices across the organisation

· Improve the image of the council and the area by utilising COSLA and SOLACE to promote the organisation, ensure that staff and management are upbeat about the Council and ensure council services apply and win national and thematic awards
· Promote and implement Organisational developments and Business Transformation Programme



	Current Risk Score
	Likelihood =


	4 Likely
	Impact =
	4  Very Serious
	Risk score
	16


	RISK AREA 6: The management of staff as a resource

THE COUNCIL MAY have INSUFFICIENT management capacity to deliver council objectives

Risk Owner: chief executive
Current Risk: high Risk

	Risk Overview (What would be the Impact of Event occurring)

The impact of this risk occurring would result in 

· Negative impact on service users

· Damage to reputation

· Financial loss

· Negative impact on ability of management to deliver objectives



	Planned Mitigation Actions

· Management and Leadership development models/frameworks and programmes are rolled out across the organisation

· Develop and implement HR Strategy and Workforce Strategy

· Develop and Implement workforce and succession planning locally and to tie into national initiatives, both generic and sector specific

· Participate in national recruitment portal to promote Local Government careers and Clackmannanshire as an employees preference

· Promote and implement Organisational Development and  Business Transformation Programme

· Single status to implement modern efficient practices across the organisation

· Improve the image of the council and the area by utilising COSLA and SOLACE to promote the organisation, ensure that staff and management are upbeat about the Council and ensure council services apply and win national and thematic awards

· Develop future planning across the organisation by undertaking scenario planning


	Current  Risk Score
	Likelihood =


	4 Likely
	Impact =
	4  Very Serious
	Risk score
	16


	RISK AREA 6: The management of staff as a resource

THE COUNCIL MAY lack tHE ability to manage a flu pandemic
Risk Owner: Emergency Planning officer
Current Risk: high Risk

	Risk Overview (What would be the Impact of Event occurring)

The impact of this risk occurring would result in 

· Objectives are not achieved

· Staff are not available for prolonged periods
· Financial loss
· Service reduced for prolonged periods

	Planned Mitigation Actions

· Maintain the Council wide business continuity plans to ensure the Council can continue to deliver their critical functions throughout the Pan Flu phases.

· Ensure all relevant staff are aware of their required actions etc under the Corporate BC plan.

· Work within a multi-agency framework

· To prepare for the wider impacts of pan flu. e.g. developing mutual aid agreements between all agencies in the Central Scotland SCG to share resources etc.
· Provide good communication with staff on hygiene measures to reduce the risk of infection and its spread.
· implement where appropriate possible social measures which the Government may recommend to reduce the risk to individuals of infection. e.g. Restricting mass gatherings etc.

	Current Risk Score
	Likelihood =


	5 Very Likely
	Impact =
	5  Catastrophic
	Risk score
	25


	RISK AREA 7: The management of information technology
THE COUNCIL MAY lack tHE ability to access critical information as a result of prolonged UNAVAILABILITY of it systems
Risk Owner: head of Business improvement and technology services
Current Risk: medium Risk

	Risk Overview (What would be the Impact of Event occurring)

The impact of this risk occurring would result in 

· Service disruption 
· Financial loss

· Damage to reputation
· Key data information loss
· Potential loss of life

	Planned Mitigation Actions

· Single points of failure have been identified and where possible knowledge and skills have been transferred. Therefore likelihood of this occurring has/will be reduced across IT and BITS as a whole and is being monitored and evaluated through BITS Management Team

· Ensure power supply remains constant by ensuring that back up of power via a battery system is in place with power back up for 1 hour to allow for a controlled shut down of systems, and auxiliary power input point is available

· Temperature in the machine room is maintained by putting air conditioning in place within the IT machine room with temperature alarms and auto dial 24 hour alert system 

· Access to central IT hardware is managed by controlling access to IT servers, The IT team ensure that the firewall and anti-virus system are in place and operating effectively, and Anti-vandalism/intruder measures are in place in Greenfield IT machine room 

· Data is backed-up by putting a mirrored back up system in place once the fibre optic system is operational on the Alloa to Stirling railway line and putting a wireless link in place as a back up
· Individual services IT Systems e.g. Servitor or Anite, have dedicated lead officer(s) to manage each IT system. Preventative actions to reduce the likelihood that systems are unavailable are coordinated by individual services and their own IT coordinators with guidance and support from the IT Governance Group and the system provider. 

	Current Risk Score
	Likelihood =


	3 Quite Possible
	Impact =
	4  Very Serious
	Risk score
	12


	RISK AREA 8: political 
THE COUNCIL MAY EXPERIENCE a period of political instability
Risk Owner: chief executive
Current Risk: medium Risk

	Risk Overview (What would be the Impact of Event occurring)

The impact of this risk occurring would result in 

· Rapid and constant changes in political direction
· Disagreement between elected members

· Political alliances failing

· Budget re-allocation

· Corporate Plan potentially inappropriate
· Management capacity to deal with change and resources to deliver people, money and assets may not be readily available
· Loss of reputation to the general public and officers

	Planned Mitigation Actions

· Search for Consensus
· Develop cross party discussion groups and embed a framework for negotiation within discussion groups
· Ensure elected members are provided with option appraisals and management information to allow consideration of costs and implications to changes in policy or strategy
· Minimise opportunities for negative confrontation


	Current Risk Score
	Likelihood =


	3 Quite Possible
	Impact =
	4  Very Serious
	Risk score
	12
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