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1.0 SUMMARY

1.1. This report informs Members of the only external audit report received since the time of the last such submission to the Performance and Audit Committee.  It is also noted that this will be the last such report from KPMG, as RSM Robson Rhodes are now the Council’s external auditors, appointed by Audit Scotland as their agents. Copies of the full report are available on request.

2.0 RECOMMENDATIONS

2.1. The report and agreed external audit recommendations are noted.

3.0 BACKGROUND

3.1. As part of their remit, the external auditors, until recently KPMG, produce a number of reports each year.  Some are local reports, some are systems and control reviews, and some are part of a series of national studies, reviews etc., including Best Value Reviews.

3.2. This report, entitled “Audit of information technology controls” covers the key elements of the IT control environment, and is also an update on the 2004-05 recommendations on the same topic.

3.3. Of the recommendations arising from this report, four are given grade 1 status.  Grade 1 (significant) observations are defined as “those relating to business issues, high level or other important internal controls.  These are significant matters relating to factors critical to the success of the Council or systems under consideration.  The weaknesses may therefore give rise to loss or error.”  This report highlights the issues arising from these recommendations, with some comment on the management response to them.

3.4. The four grade 1 recommendations highlighted are as follows:

(The Council’s current ICT security policy has no assigned owner and has not been formally approved for use.  In addition, it has not been reviewed in the past year.  It was noted that the Council’s control over security is diminished by having a security policy which is out of date and of which systems administrators are not aware.  The main recommendation arising was that the ICT security policy should be a Corporate-level document which defines security at a high level.  It was recommended that the owner of this policy is the Executive Team of the Council and that the policy be reviewed on a regular basis.  Management responded that ownership information will be incorporated into the security policy document, and that a yearly review will be undertaken.

(It was noted that the IT acceptable use policy has not been formally approved and does not have a formal process of staff acceptance.  Because of this, it was seen as a risk that the acceptable use policy may be unenforceable or ineffective, as systems’ users may not be aware of its contents.  It was recommended that the IT user acceptance policy document should have an assigned owner and be formally approved for use.  Once approved, a formal process be implemented to ensure that all users sign their acceptance and compliance with the policy.  Management indicated that an end user acceptance procedure of the acceptable use policy would be developed.  This would be developed in Lotus Notes with an annual electronic confirmation of having read and accepted the policy.

(The Council does not have a formal change management policy in place for the development, testing and acceptance of system changes or upgrades.  This means that there is a risk that change management practises are applied inconsistently, possibly resulting in unauthorised or undetected changes taking place, or changes being made which are not properly tested or approved for release into the production environment.  It was recommended that a formal change management policy be documented, approved, and implemented.  Management agreed to review the current situation and to improve documented procedures.

(It was noted that there is no disaster recovery (DR) procedure or policy in place for the Windows environment, which hosts the application Servitor 2.  Additionally, the UNIX DR procedure had no formal test during the year.  Arising from this is a risk that systems cannot be restored in line with business expectations.  The recommendation is that a DR procedure or policy for the Windows environment should be documented, approved and implemented.  The DR procedure or policy, for both the Windows and UNIX environments, should be tested at least annually.  This was agreed by management, and it was mentioned that there is, currently, a Council-Wide business continuity planning project at an advanced stage.  DR policies and procedures will form an integral part of this project.

4.0 CONCLUSIONS

4.1. The committee are asked to note the report and the management position.

5.0 SUSTAINABILITY IMPLICATIONS

5.1. The most immediate issue if there was an IT systems crash of any duration would be that the many members of staff, working on their PCs would be unable to continue, resulting in a significant loss of time, and, in addition, a “knock-on” effect, as information, reports etc. that were required would not be produced on time.  


6.0 FINANCIAL IMPLICATIONS

6.1.  None

6.2. Declarations

	1. The recommendations contained within this report support or implement Corporate Priorities, Council policies and/or the Community Plan:
	Reference

	
Corporate Priorities
	5.6

	
Council Policies
	5.4

	
Community Plan
	

	2. In adopting the recommendations contained in this report the Council is acting within its legal powers. 
	 MACROBUTTON UncheckIt (

	3. The full financial implications of the recommendations contained in this report are set out in the report.  This includes a reference to full life cycle costs where appropriate.
	 MACROBUTTON UncheckIt (


                                                        

Head of Finance Service

                                                        

Director of Corporate Development
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