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Version 2 - January 2007

 The Regulation of Investigatory Powers (Scotland) Act 2000  (RIPSA)
1.
Introduction
Both the Regulation of Investigatory Powers (Scotland) Act 2000 (RIPSA) and the Human Rights Act 1998 impact on the way the Council conducts its business.  Amongst other things, the Human Rights Act (HRA) entitles citizens to expect their privacy will be respected in relation to their private life, family life, their home and correspondence. It also entitles them to peaceful enjoyment of their possessions.  The Regulation of Investigatory Powers (Scotland) Act recognises that these rights may, nevertheless, be lawfully infringed in some circumstance provided the method used is lawful, has a legitimate aim, necessary and is proportional to what it would achieve.

2.0
Policy Objective

2.1
The aim of this policy is to provide the framework outlining the Council’s process for authorising and managing covert surveillance operations under RIPSA, and to set the parameters for expected good practice. 

3.0
Scope of the Policy

3.1
This policy applies in all cases where directed surveillance is being planned or carried out.  
3.2
The policy does not apply to ad-hoc observations that do not involve systematic surveillance of any specific person.  It does not apply to observations made as an immediate response to events.  However, whenever possible, the procedures outlined below should be followed where there is any doubt.
3.3
The policy framework will be supported by guidance papers which focus on particular technical aspects of managing covert surveillance.
4.0
Key Definition – Covert Surveillance 
4.1
Covert surveillance is any surveillance carried out in a way which is calculated to ensure that the persons who are subject to the surveillance are unaware that it is or may be taking place.

4.2
There are two types of covert surveillance covered by RIPSA: intrusive, and directed surveillance:-

Intrusive surveillance –  is covert surveillance which is carried out:

(i) in relation to anything taking place in any residential premises or in any private vehicle; and 

(ii) involves the presence of an individual on the premises or alternatively the use in vehicle or residential premises of any surveillance device.

Examples include covertly looking in through the windows of residential premises or any private vehicle or directing a camera or any other type of surveillance device into residential premises or private vehicle, to find out what is going on inside.

4.3


4.4
The Council does have power to authorise and conduct directed surveillance operations

Definition of Directed surveillance 
Directed surveillance involves surveillance which is covert, but not intrusive, and is undertaken for the purpose of a specific investigation or operation.  It must be justified in relation to likely intrusion of privacy on the target and other individuals, and where appropriate, the need and ability to obtain private information about a person.

(Private information about a person is that relating to his private or family life, his home and his correspondence).

Examples include covertly looking at premises or a vehicle or directing a surveillance device at, but not into, premises or a vehicle.  In other words directed surveillance relates to situations where someone or some device covertly watches or listens to events which take place outside residential premises or outside a private vehicle.

5.0
Authorisation to Conduct a Directed Surveillance Operation. 
5.1
Council staff, or those working directly on the Council’s behalf, may be permitted to carry out directed surveillance – but only if they follow the authorisation process which the law requires. 

5.2
A correct and proper authorisation will provide officers with the legal authority to carry out covert surveillance, enable the collection of evidence, and will reduce the possibility of a legal challenge on both the action, and the admissibility of the evidence. 

5.3
Authorisation to carry out directed surveillance may only be given by:

i.  Service Directors, 

ii. the Chief Executive, or
iii. the Head of Administration and Legal Services.


6.0
Approving an Authorisation for Directed Surveillance

6.1
An authorisation for directed surveillance may be issued when an authorising officer is satisfied that:

a)
the action is necessary for:

· the prevention or detection of crime;

· the prevention of disorder;

· in the interests of public safety;

· the protection of public health; or 

· any other purpose prescribed in an order made by the Scottish Ministers  and 
b)
to be acceptable, there must be evidence that alternative methods of obtaining evidence have been explored and exhausted.  The detail of each surveillance operation must always be proportionate to what it seeks to achieve. 
(Definition of proportionate - In this context, proportionate means that the use of surveillance must not be excessive, i.e. the action taken must be in proportion to the significance of the matter being investigated.  As a general rule, authorising officers must be satisfied that every other possible option has been considered or tried before agreeing to infringe an individual’s right to privacy).

6.2
The authorising officer will give authorisations in writing.  However, in urgent cases, initial authorisation may be given verbally, but this must be followed up with written confirmation.  Additional guidance on this aspect is available.
7.0
Procedure for Seeking Authorisation for a Covert Surveillance Operation

7.1

Applications for authorisation must be in writing using the form Application for Authority for Directed Surveillance.  (Copies of all forms are available on line, or from Administration and Legal Services.  Officers should note that these forms are liable to be updated from time to time).
When completing the forms, officers must clearly indicate:

a) The grounds on which the surveillance is considered necessary.  Authorisation for directed surveillance will only be granted if it can be shown that the surveillance is carried out for one of the purposes stated above.  When completing the directed surveillance application form a short explanation of why the action is necessary must be given.  It is not sufficient simply to put a tick beside one of the categories listed on the form.

b) Of vital importance is an explanation of why the directed surveillance is necessary and proportionate in the circumstances.
c) Details of the action the officer seeking the approval wishes to be authorised, including details of any premises or vehicles involved must be recorded.
d) The application must give an account of the investigation and an explanation of the information which the officer desires to obtain from the authorised surveillance.
e) The application must indicate whether there is any potential for collateral intrusion (i.e. the obtaining of private information about others who are not the subject of investigation).
f) The applicant must also state whether there is a likelihood of obtaining confidential material, e.g. matters which are subject to legal privilege (between a solicitor and his client), confidential personal information and confidential journalistic material.
g) The officer requesting the authorisation must specify the time period they expect an operation to last for.  By signing the authorisation, senior officers are acknowledging that they have assessed the details and accept responsibility for the surveillance.
8.0
Duties and Responsibilities of Authorisation Officers
8.1
The level of seniority of the Council’s Authorisation Officers is set deliberately to ensure adequate control and to reflect the seriousness of potential interference with the right to privacy. These individuals would not be expected to be personally involved in surveillance operations, but for the avoidance of doubt, Authorising Officers must not authorise their own surveillance activities.

8.2
On receipt of an application for directed surveillance the authorising officer must ensure, prior to approving the action, that:

· The action is necessary and that one of the grounds for approving surveillance is satisfied;

· There is no reasonable and effective alternative way of achieving the desired objective;

· The surveillance is proportionate to what is seeks to achieve;

· There is little risk of accidental or collateral intrusion into the privacy of persons other than those directly implicated in the operation or investigation.  (a quick risk assessment should be undertaken and measures implemented wherever possible to avoid unnecessary intrusion into the lives of those affected by collateral intrusion);

· Surveillance operations will only be undertaken by suitably trained or experienced staff, or under their direct supervision.

8.3
As a matter of good practice, authorising officers may wish to confirm that:

· particular sensitivities of the local community have been considered:

· no other Council Service is undertaking an operation which could impact on the deployment of the surveillance being considered;

· if it is deemed necessary, local police have been advised of the operation.

8.4
Authorisation Officers should note that they may be called upon to justify their actions in a court.

9.0
Time Periods 
9.1
Surveillance operations are subject to a number of restrictions in relation to time.  

9.2
Effective period - A written authorisation must state the length of time an operation is likely to last before it’s objectives can be met.  This should be as short as possible, but must not exceed a maximum of three months from the day it takes effect.  A three-month authorisation should be considered only in exceptional circumstances – authorisation should be for the shortest time in which it may be possible to collect the required evidence, or to evaluate continuation of the operation.    

9.3
Each application should be granted on its own merits and for as short a period as is reasonable.  An authorisation can be renewed, provided the renewal application demonstrates the continued need to satisfy the criteria for authorisation.  Any renewal must be documented using the corporate form for the purpose, and the signed forms must be lodged with Administration and Legal Services within two days. 

9.4
Review period – For ongoing operations, Authorising officers are required to review all authorisations at intervals of not more than 28 days.  Reviews should take place sooner if possible.  Details of the review and decision reached are to be noted on the appropriate form and lodged with Administration and Legal Services within two days.  

9.5
Cancellation - Where the authorising officer considers that continuation of a surveillance operation no longer appropriate the authorisation should be cancelled immediately by completing the form entitled  Cancellation of Directed Surveillance.  The form should be lodged with Administration and Legal Services within two days.  
9.6
Under no circumstances may authorisations simply be allowed to lapse into cancellation.  Cancellation is a positive act which removes doubt and confirms that the operation has ended.
9.7
Verbal Authorisation – verbal authority for an operation can only be granted in urgent cases, and the urgency must be justified.   A verbal authorisation remains in force for a maximum of 72 hours.  An applicant requesting and receiving verbal authorisation should record this on the normal application form, and submit it for signature by one of the Authorising Officers as soon as possible.
10.0
Exceptions

10.1
Where covert surveillance is planned, there are no exceptions to the authorisation procedures.

10.2
However, where, as part of their normal activity, an officer happens to observe an incident (either by accident or as a result of attendance at the location of a reported incident) no immediate authorisation is necessary.
10.3
General observation forms part of the every day work for some officers, and provided this does not involve systematic surveillance of an individual, authorisation may not be required.  However, if the evidence obtained from an ‘accidental’ observation is to stand scrutiny, it would may be necessary to prove that surveillance had not been planned.  Wherever there is doubt, authorisation should be sought.

11.0
Covert Human Intelligence Sources (CHIS)
11.1
For the purposes of RIPSA, the term ‘Covert Human Intelligence Source’ means a person who establishes or maintains a personal or other relationship with another person for the purpose of facilitating anything that:

a) covertly uses that relationship to obtain information or to provide access to any information about another person; or 

b) covertly discloses information obtained by the use of such a relationship or as a consequence of the existence of such a relationship.

11.2
Importantly, a relationship is used covertly if, and only if, it is conducted in a manner calculated to ensure that one party is unaware of its purpose.

11.3
The Council has power to authorise the use of a covert human intelligence source, it is not however suggested that this is something that would frequently be considered.  It is appropriate to include reference to it in this policy. 
11.4
Council Officers are expected to adhere to the corporate authorisation procedure before using a covert human intelligence source, and in addition, separate guidance on this is available, and should be followed.
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12.0
Time Periods – CHIS Authorisations 
12.1
Except in relation to the use of juvenile sources (where authorisation only lasts for 1 month), there is some flexibility over how long a normal written authorisation can last for.  However, the Chief Surveillance Commissioner has made it clear he will question blanket authorisations active for lengthy periods. 
13.0
General Management Matters

13.1
Security and Retention of Documents. 
13.1.1
The Head of Administration and Legal Services will maintain the Central Register of Authorisations.  Authorising Officers must deliver the originals of all forms and related documents to the Head of Administration and Legal Services within 2 working days of signing to ensure the accuracy of the Central Register.

13.2
Security of documents -  Each Authorising Officer must make proper arrangements for the retention, security and eventual destruction, of all documentation having regard to RIPSA, the Data Protection Act 1998 and the Codes of Practice.

13.2.1
The Authorising Officer must retain the copy forms for at least one year after cancellation.  The Head of Administration and Legal Services will retain the original for at least five years after cancellation.  

13.3
Training

13.3.1
 All Authorisation Officers will undertake such training as deemed necessary by the Head of Administration & Legal Services.  All officers who may require to seek authorisation for a covert surveillance operation shall undertake such training on the process, and implications of RIPSA  as their Head of Service or Director deem necessary . 

13.4
Surveillance Commissioners

13.4.1
The office of the Chief Surveillance Commissioner has responsibility for overseeing the procedures employed by all authorities engaged in covert surveillance. Part of their role is to periodically examine and audit the records and procedures of authorities, and the Council’s Authorisation Officers must be prepared to justify their actions when called upon to do so.  

13.4.2
During periods of inspection, all officers with an involvement in the RIPSA authorisation process, or the conduct of surveillance operations should co-operate with the visiting Commissioner.

Officers are reminded that the Council has no power to authorise or undertake intrusive surveillance





Importantly, and for the avoidance of doubt, this power to authorise may not be further delegated.
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