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1.0 SUMMARY

1.1. The Council has responsibility for a number of regulatory functions, and has a significant role to play in relation to the collection of evidence and the maintenance of public confidence in the methodologies employed.  In order to gather evidence which is both relevant and proportionate, the Council is empowered to authorise and conduct covert surveillance operations within Clackmannanshire.  The relevant legislation, the Regulation of Investigatory Powers (Scotland) Act 2000 (RIPSA) regulates how the Council may authorise and conduct covert surveillance operations. 

1.2. It is a requirement of the RIPSA Code of Practice that the Council has in place a robust internal policy for covert surveillance authorisation which stands scrutiny. In 2001 the Council agreed a policy (CC 65, 2001 refers), and this has been the foundation from which officers have operated since.  As a matter of necessity, the policy was written before the Council authorised any surveillance operations under the Act.  With the benefit of experience gained in the intervening period, it is suggested that it is now appropriate for the Council policy to be revised.  

1.3. Members are asked to note that the purpose of the revision is to both strengthen the framework of guidance for staff, and to highlight the potential intrusive nature of surveillance operations by limiting the authorising powers to the Chief Executive, Service directors, and Head of Administration and Legal Services only. (Section 5.3 in the policy refers).   

2.0 RECOMMENDATIONS

2.1
Council is recommended to approve and adopt the revised policy on approving covert surveillance operations as part of the overall approach to meeting the obligations of the Regulation of Investigatory Powers (Scotland) Act 2000.  The policy is attached as Appendix 1.

3.0 BACKGROUND

3.1. The Act provides specified bodies (and the Council is one of these)  with the power to authorise and conduct covert surveillance operations.  This is not a power which should be used without careful consideration as there is a clear potential to infringe the basic right to privacy that all individuals are entitled to expect.  There are clear restrictions within the legislation which the Council must recognise.  These restrictions concern, amongst other things:

· controlling the number and seniority of officers permitted to authorise surveillance operations;

· the periods between formal reviews appropriate to ongoing operations;

· the closing and reporting of operations and their outcomes;

· maintaining a central register of all authorisations to conduct surveillance operations.

The Council’s procedures and records are periodically reviewed by one of the Surveillance Commissioners.  In the last six years, the Council has been reviewed twice and, while existing procedures have been judged to be adequate, it is clear that there would be benefit in demonstrating a commitment to continual improvement.     

3.2. In 2001, a policy designed to meet RIPSA obligations was agreed by Council.  Since then, the Council’s powers have been used only after careful consideration of the circumstances.  Each case is reviewed individually, and in the last year only eight applications have been granted.     . 

3.3. Covert surveillance is a potentially intrusive action and, improperly conducted, could give rise to legal challenge as a potential breach of Article 8 of the European Convention on Human Rights.  Also, to safeguard the quality and admissibility of evidence collected, it is important for the Council to have a solid audit trail which demonstrates that proper authorisation procedures are in place and are followed.   

3.4. The existing policy has met needs, but with the benefit of experience, it is clear that procedural improvements would tighten the Council’s covert surveillance authorisation process. The proposed policy closely defines the appropriate officers who may authorise covert surveillance operations (the Chief Executive,  Service Directors and the Head of Administration and Legal Services only). In line with the Commissioner’s expectations, these individuals have previously received appropriate training.        

3.5. The policy provides a framework which will allow officers to better identify their own roles and the uniform standards expected whenever a covert surveillance operation is considered.  The framework is the foundation which will link to more detailed guidance covering specific, more technical surveillance issues.  Revised application, review and closure forms will also assist the evaluation and reporting process. 

3.6. The Council is obliged under the regulations to carry out periodic reviews of surveillance authorisations and to maintain a central register  of the Council’s activities.  This responsibility lies with the Head of Administration and Legal Services.  

4.0 CONCLUSIONS

4.1. Covert Surveillance can be a valuable tool for Council officers to use in certain circumstances as a means of obtaining evidence.  It is an activity which should not be commenced without careful consideration and it is appropriate for decisions to be taken at the highest possible level in the Council.  The proposed policy will ensure that the Council is fully compliant with the legislation and will help ensure that all authorisations are correctly managed, are proportionate in the circumstances, and importantly, they remain lawful.  

5.0 SUSTAINABILITY IMPLICATIONS

5.1. Promoting citizenship.


6.0 FINANCIAL IMPLICATIONS

6.1.  There are no financial implications inherent in the policy

6.2.   There are no personnel implications beyond the training of key individuals.

6.3. Declarations

	1. The recommendations contained within this report support or implement Corporate Priorities, Council policies and/or the Community Plan:
	Reference

	
Corporate Priorities                              
	Maximising Quality of Life – 10.1

	
Council Policies
	Existing Policy Development  & Enhancement.

	
Community Plan
	3. -   Build confidence

5. – Community Safety

	2. In adopting the recommendations contained in this report the Council is acting within its legal powers. 
	 MACROBUTTON UncheckIt (

	3. The full financial implications of the recommendations contained in this report are set out in the report.  This includes a reference to full life cycle costs where appropriate.
	 MACROBUTTON UncheckIt (


                                                               (Head of Service)    
                                                             (Chief Executive)
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